ORE-17 User Registration
3.17 ORE User Registration 
This ORE exercises: 1) use of ECS Client to register new user; and 2) use of ECS Client to test privileges established for new user.

This exercise verifies that a science user can register in the ECS system via the ECS desktop using the User Registration Tool and that the science user can log into the ECS system and access the ECS Desktop tools.  The test verifies the science user’s ability to view and modify his/her profile data using the B0SOT.  It verifies that a DAAC user account can be created using an ECS User Account Management GUI, and that a DAAC user can then log into the ECS system using a DCE account name and password.   The Management GUIs user account create, deny, modify and delete functions are verified.  User account status notification by message and letter is verified.

Exercise Assumptions:

TBD

ORE Data Sets:

None identified at this time.  Operator input is used during this exercise.

ORE-17  Procedures:
ORE-17 Step-By-Step Procedures

Step No.
Input Action
Expected Results

Test Setup

SU01
Verify that the following ECS hardware and software servers are “UP” (have a green colored icon) using the site’s HP OpenView GUI: Use the Quick Navigator widow for hardware servers, and the OPS window for 

ECS servers:

a. CLS User Profile Gateway Server (EcCIDtUserProfileGateway)

 b. MSS Accountability Server (EcMsAccountability/ EcMsAcRegUserSrvr

c. CSS DAR Comm Gateway server (EcGwGatewayApp/ EcGwDARServer

d. ASTER simulator (DarMail 1570n)  where n=0, 1 or 2 

e.DAAC Mail Server
All hardware and software servers are up as indicated by green colored icons in HP OpenView

OPS=OPS TS1 TS2

CLS User Profile Gateway Server on

e0ins02-EDC, g0ins02-GSFC, l0ins02-LaRC, n0ins02-NSIDC

MSS Accountability Server on e0mss21- EDC, g0mss21- GSFC, l0mss21- LaRC, n0mss21- NSIDC

WDAR Comm Gateway server on: e0ins01-EDC, g0ins01-GSFC, l0ins01-LaRC, n0ins01-NSIDC

ASTER Simulator on:

e0msh11-EDC

Mail server is on: e0ins01-EDC, g0ins01-GSFC, l0ins01-LaRC, n0ins01-NSIDC



SU02
Tester:  Verify two workstations are available:

a. ECS User Sun workstation with the Web browser and downloaded ECS Desktop (on the M+O net.

                                 or

        (use a DAAC Production net or Xterm workstation until  

        the downloadable Desktop code is available.)

b. ECS User Services Sun workstation or Xterm workstation connected to the  DAAC Production net.
Two workstations are available for the test.

SU03
Tester:  Verify the following pre-test checklist:

a.  Usernames and passwords:

-Tester must have an UNIX “Testuser” with password to log into a DAAC workstation.

-Tester must have a user services (sysadmin) account/password for the appropriate mode to use the MSS GUIs.

-Tester must have a user services dce_login account/password to operate the MSS GUIs 

-Tester must have ECS User Account Management GUI Security password.

--Tester must have password for DAAC user “cmshared”

b. Test mode (OPS/TS1/TS2) must be determined. 

c. A local Email account must be available for test from the ECS User workstation =

d. The following mail address for ASTER must be changed to the tester’s Email address unless prior coordination is made with ASTER to receive a test Email.

 --On MSS Accountability Server, go to the file 

        “EcMsAcRegUserGUI.CFG 

   and change the following line

      AsterMailAddr = ECSUserProfile@g0css03.ecs.nasa.gov

    to read

      AsterMailAddr =

                     <username>@g0ins02u.ecs.nasa.gov

e. The ECS User Accounts Management GUI Request Account list should display both Pending and Denied Accounts prior to the test (add as necessary).

f. A local printer(s) is available and operational to print from both the User  workstation and the DAAC workstation..

--Note:  Screen snaps and prints shown in the Pass/Fail/Comments column are required for the documentation of formal tests only.
The system is ready for the test.



Test Starts - Set-up an ECS User Workstation

0010
Tester:  Log on the ECS User Sun workstation

<UNIX_username>

<UNIX_password>
The workstation desktop is displayed.

0020
Tester:  Click on the workstation desktop with the right mouse button, and from the popup window, select Programs/Terminal (or Xterm, if running on an Xterm workstation.)
A terminal/Xterm window with a UNIX prompt is displayed.

0030
Tester:  Set the Sun workstation to display graphics from other servers (Not required on Xterms)

Type:  xhost +
The Sun UNIX window displays: “access control disabled, clients can connect from any host”

0040
Tester:  Click on a Workspace icon on the bottom, highlight the current name, and type: 

ECS User


The text is displayed on the workspace icon.

Set-up a DAAC User Services Workstation

0050
Tester:  Log on the User Services DAAC Production net workstation.

<User_services_username>

<User_services_ password>
The workstation desktop is displayed.

0060
Tester:  Set the Sun workstation to display graphics from other servers (Not required on Xterms)

Type:  xhost +
The Sun UNIX window displays: “access control disabled, clients can connect from any host”

0070
Tester:  Click on a Workspace icon on the bottom, highlight the current name, and type V0_Client
The text is displayed on the workspace icon.

Display the DAAC User Account Management GUI

0080
Tester:  From the User Services  workspace , 0090open a terminal window and ssh to the MSS Server:

telnet g0mss21
login: <User_services_username>

password: <User_services_ password>
The MSS server prompt is displayed if the UNIX  username and password are accepted.  If not, an error message is displayed.

0090
Tester:  Do a DCE login at the UNIX prompt:

dce_login  < dce_user_name>

Enter Password: < dce_password>
Prompt is redisplayed if the DCE username and password are accepted.  If not, an error message is displayed.

0100
Tester:  Verify that the DCE login is established.

Type: klist
DCE account information is displayed, and then the UNIX prompt is redisplayed.  If the dce_login account has not been established, there will be no account information.

0110
Tester:  Display the ECS User Account Management GUI by typing:

setenv DISPLAY <host_workstation_id or #.>:0.0

cd /usr/ecs/<MODE>/CUSTOM/utilities

EcMsAcRegUserGUIStart <MODE>
The ECS User Account Management GUI is displayed.

Create User Registration Requests

  Guest Login to the ECS Guest Desktop

0120
Tester: (Do this step if working from a DAAC workstation, otherwise, skip to  step 54): From the ECS User window, start the login to the Guest Desktop.  Login to the CLS Server:

telnet g0ins02
login: <UNIX_username>

password: <UNIX_password>
The server prompt is displayed if the UNIX username and password are accepted.  If not, an error message is displayed.

0130
Tester: At the Client workstation, remove any copies of the ECS Desktop preferences in /home/<username>/ by typing:

unalias rm

rm -rf .ecs*
The local copies of the .ecs and .ecs_preferences directories are removed.  When the ECS Desktop is next launched, new ones are created.

0140
Tester: At the client prompt, type:

setenv DISPLAY <host_workstation_id or node #>:0.0

cd /usr/ecs/<MODE>/CUSTOM/bin/CLS

source runrc_cls

desktop
The ECS Desktop Login window is displayed.

0150
In the ECS Desktop Login window, select the Login Name field and type:
ECSGuest

and click on the OK button.
The ECS Desktop is displayed with the following icons:

…(go up)

-B0SOT

-EOSView

-Advertising Service

-User Registration



0160
Tester:  Launch the EOSView Tool from the ECS Guest Desktop by double clicking on the EOSView icon on the ECS Desktop.
An EOSView Main window is displayed.

0170
Tester: Close by selecting File from the Menu line and Exit from the pop-up window.
The EOSView Main window is removed.

0180
Tester:  Launch the Advertising Services Tool from the ECS Guest Desktop by double clicking on the Advertising Services icon on the ECS Desktop.
An EOSDIS Online Directory window is displayed, containing the EOSDIS descriptive information about the ECS services and data. 

Links include:

-New Advertisements

-Search All

-Search Data Entries Only

-Contribute Your Own Entry

-Examples

-Help

-Feedback 

Buttons include:

-Home

-Data Retrieval

-Documents

-Glossary

-Info Exchange

-Comments

-Help

-Site Index

0190
Tester:  Click on the Netscape Menu File button at the upper left and select Exit from the popup window.
The Netscape window is removed.

0200
Tester:  Launch the User Registration Tool by double- clicking on the User Registration icon on the ECS Desktop.
A Netscape window is displayed, containing the EOSDIS User Registration form.

Guest Creates a ECS User Request

0210
Tester:  Expand the EOSDIS User Registration window by clicking on the Expand icon in the upper right corner of the window.

Suggestion for easier viewing:  

Change the font size of the browser:  In Netscape, select Options/General Preferences…/Fonts/Use the Proportional Font…Size (set to 24.)/Use the fixed font…Size (set to 24)


A Netscape window is displayed full screen.

0220
Tester:  In the EOSDIS User Registration window, fill in or select the following of the User Registration form (tab between fields and scroll as required):

First Name >                                Tom
Last Name >                                 Esterone

Middle Initial >                            T
User Verification Key (a personal identifier for phone verification): >                            Test

Organization >                            NASA

Project>                                      Site Test

E-mail Address >                     fake@aol.com 

Home DAAC                             (<default_to_DAAC>) is displayed.

(Skip the Primary Area of Interest field)

Affiliation:                               Commercial 
Address  Line 1>                      1234 Street

Address  Line2>                       Box 123

City>                                        Washington
State >                                      DC
ZIP/Postal Code >                   12345-1234Country >                                USA

Phone Number >                      123-456-7890ext123

Fax:                                           0987654321
The entries and selections are displayed in the appropriate fields on the form.

0230
Tester: Click the Submit button at the bottom of the form.

Note:  If a mandatory field is not filled in, or has incorrect syntax, a message will be displayed identifying the problem
An Netscape: Error window is displayed: “Java script Alert: Error: Please select a primary interest area.”

0240
Tester: Click on the OK button in the Netscape: Error window.
In Netscape: Error window is removed.

0250
Tester: Scroll up the form the the Primary Area of Interest field, click on the field, and select Geophysics.
The window is closed and Geophysics is displayed in the field.

0260
Tester: Scroll to the bottom of the form and click the Submit button.
ECS User Registration Confirmation page is displayed with a yellow background.

0270
Tester:  Scroll down the form and visually verify the entered data, then click on the Submit button at the bottom of the form.
The EOSDIS User Registration Submission Status page is displayed:  Your registration information has been submitted to the EOSDIS system for processing.  You will soon receive your account and password via US Mail.

Guest Submits a Second Account Request

0280
Tester:  Enter a second user request for registration with a different username. 

Click on the Netscape Back button twice to the EOSDIS User Registration page.
The EOSDIS User Registration page is displayed.

0290
Tester:  Modify the following fields by highlighting the text to be modified and typing in the field:

First Name>                    Ted
Last Name>                     Estertwo
The entries and selections are displayed in the appropriate fields on the form.

0300
Tester: Scroll to the bottom of the form and click the Submit button at the bottom of the form.
ECS User Registration Confirmation page is displayed with a yellow background.

0310
Tester:  Scroll down the form and visually verify the entered data, then click on the Submit button at the bottom of the form.
The EOSDIS User Registration Submission Status page is displayed:  “Your registration information has been submitted to the EOSDIS system for processing.  You will soon receive your account and password via US Mail.”



0320
Tester:  Click on the Netscape Menu button at the upper left and select File/Exit from the popup window.
The Netscape window is removed.

User Services Receives Registration Request

0330
Tester:  On the User Services window, click on  the ECS User Account Management GUI to select it, then click on the Enlarge button in the upper right corner.
The GUI window is enlarged to fill the screen.

0340
Tester: Visually verify that the User Request  tab at the top left is selected so it is the foremost form on the ECS User Account Management GUI.

User Request is displayed by default when

the GUI is started.
Correct form is displayed at the front.

0350
Tester:  On the ECS User Account Management GUI, click on the Retrieve by status field and select All from the pop-up window.
The box is highlighted and displays All.

0360
Tester:  Click on the Retrieve button
The cursor is displayed as a clock, then the list of all users requesting accounts is displayed, with their Status either Pending or Denied.

0370
Tester:  Select Pending in the Retrieve by status field
Box displays Pending

0380
Tester:  Click on the Retrieve button
The list of pending user registration requests is displayed, including Esterone and Estertwo

0390
Tester:  Click on the Email Address heading above the List window.
The list is sorted in alphabetical order by Email address.

0400
Tester:  Click on the Last Name heading above the List window.
The list is sorted in alphabetical order by the last name.

User Services Creates Registered User Account

0410
Tester:  Scroll as required and click on the line containing the name: Tom Esterone (username=testerone).
The selected row is highlighted.  Profile Data is displayed in the Personal Information tab below.

0420
Tester:  Verify the data displayed for Esterone is the same as input in step 0220.

First Name =                       Tom

MI =                                    T

Last Name =                       Esterone

Email =                                   fake@aol.com

User ID =                           testerone

Organization =                   NASA

Telephone =                       (blank)

Mother’s Maiden Name = Test

Affilation =                        Commercial

Project =                             Site Test

Home DAAC =                 <local_DAAC>

Primary Area of Study = Geophysics


The data is the same as entered in the User Registration Tool.

0430
Tester:  Modify the Email address to the one used for this test.  In the Email: field, type for a DAAC address:

<username>@<site_mailserver>u.ecs.nasa.gov

                                       or

Type:  <Valid_M+O_Email_Address>


The new Email address is displayed.

0440
Tester:  Click on Mailing Address tab and verify information.
The Mailing Address screen is displayed and the information the same as entered in step 90.

Address Line 1 = 1234 Street

Address Liine 2=  Box 123

City = Washington

State = DC

Country = USA

ZIP Code = 12345-1234

0450
Tester:  Click on Shipping Address tab.
The Shipping Address screen is displayed.

0460
Tester:  Click on Billing Address tab.
The Billing Address screen is displayed

0470
Tester:  Click on Account Information tab.
The Account Information screen is displayed.  The Created date is today’s date as a default setting.

0480
Tester:  Click on the arrow next to the V0 Gateway User Type field
The pull-down menu displays the list of User Types

0490
Tester:  Click on User Type ECSDEV  from the dropdown menu
The selected User Type is displayed in the V0 Gateway User Type field

0500
Tester:  Click on the V0 Gateway Password field to select it and type in the password 

Tester01

The password is displayed in the V0Gateway Password field

0510
Tester:  Add information to the page:  Type or select as follows:

Expiration Date:               11/15/99
Account Number: Acct00001

Privilege Level:  (Select) Normal

NASA User: (Select)       N
The information is displayed as typed or selected.

0520
Tester:  Click on Create Account button (on the bottom.)
A Create Account dialog box appears with

“Choose one: “and two buttons: “DCE login and Profile Database Entry” and “Profile Database Entry.”

0530
Tester:  Select the Profile Database Entry button, and  Select the OK button.
The selected user entry is removed from the User Request screen list.

2) A Email message is sent to the user.

3) A print box is displayed.

User Services Prints the New Account Letter

0540
Tester:  In the print window, type

lp -d<user_printer_name>
and click on the OK button.
A letter to the requester containing the Profile Data is printed.



0550
Tester:  Get the printout and verify the contents of the letter with the data input by the ECS User and User Services.
The letter lists the following:

Heading:

                                   Tom Esterone
                                   1234 Street

                                   Box 123

                                   Washington, DC 12345-1234

                                   USA
Greeting:                     Dear Customer

Welcome to EOS. Please verify the following information.

Title:

First Name:                   Tom
Middle Initial:               T
Last Name: :                  Esterone
Email Address:             <valid_Email_address>
User ID:                        testone
Password:                     Tester01
Telephone Number:      1234567890 ext123
Organization:                 NASA
Mother Maiden Name:  Test
Project:                          Site Test
Primary Study:              Geophysics
Affiliation:                    Commercial
Home DAAC:               <local_DAAC>
Mailing Tel:                   1234567890ext123               

Mailing Fax:                   0987654321
Billing Address:

                                     1234 Street

                                     Box 123

                                     Washington, DC 12345-1234

                                     USA
Tel:                                 1234567890 ext123
Fax:                                 0987654321

Shipping Address:

                                     1234 Street

                                     Box 123

                                     Washington, DC 12345-1234

                                     USA
Tel: :                              1234567890

Fax:                                0987654321

Created Date:                 <current_date>

Expiration Date:            11/15/99            

Privilege Level:             Normal

DAR Password:           <blank>

Nasa User:                     N

Gateway User Type:     ECSDEV
Dar Expedited data:       0
AsterCategory:              -1

Sincerely

EOS Customer Service

User Services Verifies the account was created

0560
Tester:  On the ECS User Account Management GUI, select Profile Account tab (at the top).
The Profile Account Screen is displayed.

0570
Tester:  Select <local_DAAC> from the Retrieve by DAAC pull down menu, then click on the Retrieve button.
A click shaped cursor is displayed while the information is being retrieved from the database.

All the approved accounts at the selected site are displayed in alphabetical order by: Last Name, First Name, MI, UserID, Email, Address and DAAC.

0580
Tester:  In the Find field, type the username of the user which you have just submitted: 

Testerone, then click on the find button.
The requested username is found and highlighted, and his profile information is displayed in the folders below.

0590
Tester:  Select each profile tab sequentially and verify the data.

The profile tabs are:

Personal Information

Mailing Address

Shipping Address

Billing Address

Account Information (The password is not displayed)
The profile of the ECS user is displayed as input by the user from the User Registration Tool, and modified by the DAAC operator.

0600
Tester:  To print the Account Creation letter that is mailed to the New user:

Select File(Print
The printer pop-up window is displayed.

0610
Tester:  type lp –d<user_printer_name> in the printer pop-up window, then click OK.
The letter is printed.

0620
Tester:  Verify that the information contained in the letter matches the information in the User Profile.

Also verify the email message sent to the User. (tester’s choice on email address)
Note:  The password is not printed in the letter, it will have to be added.

The user email, informs the user of the creation of the account, and says a confirmation letter with password will be sent by mail.

Set Up Monitor Windows for Gateway Servers

0680
Tester:  On the DAAC workspace , open a new Terminal window by clicking on the workstation desktop with the right mouse button, and from the pop-up window, selecting Programs/Terminal…
The Terminal window is opened and a UNIX host prompt is displayed.

0690
Tester:  In the new window, type:

telnet g0ins02

<sysadmin_username>

<sysadmin_password>
The UNIX server prompt is displayed.

0700
Tester: In the new window, type:

setenv DISPLAY <workstation name or ID>:0.0

xterm –n Profile_Gateway &

and press the Return key.
A new window is opened with the name:

Profile_Gateway.

0710
Tester: At the prompt in the Profile_Gateway window, type:

cd /usr/ecs/<MODE>/CUSTOM/logs

tail –f EcClDtUserProfileGatewayDebug.log

and press the Enter key.
The last 10 lines of the User Profile Gateway Debug log are displayed.  These will update to always show the last 10 entries.

0720
Tester: In the Terminal window where the first xterm window was created, create a second window by typing:

xterm –n V0ToEcs_Gateway &

and press the Enter key.
A new window is opened with the name:

V0ToEcs_Gateway.

0730
Tester: At the prompt in the V0ToEcs_Gateway window, type:

cd /usr/ecs/<MODE>/CUSTOM/logs

tail –f EcDmV0ToEcsGatewayDebug.logand press the Return key.
The last 10 lines of the V0 to ECS Gateway Debug log are displayed.  These will update to always show the last 10 entries.

New Registered User Logs in to the Science User Desktop with an Incorrect Password

0740
Tester:  Click on the ECS Guest Desktop to make it the active window, and click File/Exit from the menu.
The logout verification window is displayed.

0750
Tester: Click OK in the Exit ECS window.

A warning window may be displayed depending on preferences.  If so, click on OK.
The ECS Desktop window is removed.

0760
Tester: Click on the ECS User window to activate it, and at the UNIX prompt, type:
desktop
The ECS Desktop Login window is displayed.

0770
In the ECS Desktop Login window, type:
username:    testerone

password:    Bogus01

and click on the OK button.
1) An Error message is displayed: [1026] Login incorrect. If you do not know your userid or password, you can login as guest using the userid ‘ECSGuest’.

2)  Debug logs are updated.

0780
Tester: Inspect the Debug logs for the logging of incorrect ECS login authenticators.
A system message logs the receipt of incorrect ECS login authenticators:

1) UserProfileGateway: Retrieve user profile failed!

Notice: Server terminating gracefully

User Profile Gateway is listening on: 1520x (x=0, 1, or 2)

2) V0 to ECS Gateway Debug log : N/A

0790
Tester: Click on the OK button of the Error message window.
The error window is removed

0800
Tester: Click on the V0 Gateway window, then press

<control ><c> keys simultaneously, and type

exit
The tail is terminated displaying the prompt, then the window is closed.

0810
Tester: In the User Profile  Gateway window, press

<control key><c>

and type
exit.
The tail is terminated and the window is closed.

0820
Tester: In the Terminal window created to display the server windows, type:

exit 

exit
The window is removed.

New Registered User Logs in to the Science User Desktop with a Correct Password

0830
Tester: In the ECS Desktop Login window, type:
username:    testerone

password:   Tester01

and click on the OK button.
The ECS Desktop is displayed.  An authorized user has access to the ECS system.

Science User Modifies Profile Using B0SOT

0840
Tester: Double-click on the B0SOT icon on the ECS Desktop.
The B0SOT “Initializing” window is displayed and removed, then the Welcome page is displayed.

0850
Tester: Click on the User Profile button (at the bottom.)
The User Profile Screen is displayed, containing the user profile of testerone.

0860
Tester: Click on the Internet Email field and type in a new, valid Email address: <username>@<DAAC mail_server>u.ecs.nasa.gov
The new Email address is displayed.

0870
Tester: Click on the Shipping Address button.
The Shipping address page is displayed.

0880
Tester: 

Click on the fields and type or select:

City:          Baltimore

State/Province:  WA

Postal Code:       22222

Phone:                222-222-2222

Fax:                   (Delete fax number)

Internet Email: (Delete email address)
The new profile information  is displayed in the fields.

0890
Tester: Click on the Save button (at the bottom).
A dialog popup window is displayed: Your User Profile has been saved.

0900
Tester: Click on the OK button.
A dialog popup window is removed

0910
Tester: Close the window by clicking Close on the User Profile screen.
The User Profile window is removed.

0920
Tester: Exit B0SOT by selecting the Close button from the Welcome window.
A dialog popup window is displayed: Do you wish to exit the system.?

0930
Tester: Click on the Yes button
Both B0SOT windows are removed and the ECS Desktop is displayed.

User Services Verifies the User Profile Modification

0940
Tester:  Click on the ECS User Account Management GUI to make the window active then,

Click on the Profile Account tab, then

 verify <local_DAAC> is displayed in the Retrieve by DAAC pull-down menu, and click on the Retrieve button.
All approved accounts at the selected site are displayed.

0950
Tester:  Click on the username testerone.
The user profile data for testerone is displayed in the fields below.

0960
Tester: Verify the modified user profile information is displayed on the  Personal Information Tab.
The profile of the ECS user is displayed as modified:

Personal Information Tab: <Email address is the same as input in Step 0860.

0970
Tester:  Click on the Shipping tab and inspect the modified fields: 

Baltimore

WA

22222

222-222-2222

No fax

No Email on address Tabs on User Mgmt Tool
The profile of the ECS user is displayed as modified.

System Availability Displayed to Users

0980
Tester:  In the ECS User window, click on the ECS Guest Desktop to make it the active window, and click File/Exit from the menu.
The Exit ECS logout verification window is displayed.

0990
Tester: Click OK in the Exit ECS window.
The ECS Desktop window is removed.

Turn Off the Site User Profile Gateway Server

1000
Tester: On the DAAC user services workstation, select and name and open a new workspace (UP Gateway) then open a terminal window by clicking on the Desktop and selecting:

Programs/Terminal…


The new terminal window is visible on the workstation desktop.

1010
Tester: At the Client server prompt in the UP Gateway window, type:

telnet g0ins02

<sysadmin_username>
<sysadmin_password>

The workstation is logged onto the primary Client server.

1020
Tester: At the UNIX prompt, type:

su - cmshared

<cmshared_password>
The prompt is redisplayed.  User is now “cmshared” and can start or stop the servers.

1030
Tester: At the cmshared prompt in the terminal window, type:

setenv DISPLAY <host workstation id or #.>:0.0
EA
The ECS Assistant (Version #) window is displayed.

1040
Tester: On the ECS Assistant window, click on the Subsystem Manager button.
The ECS Assist GUI window is displayed.

1050
Tester: On the ECS Assist GUI, select the following:.

Modes: OPS, TS2 or TS1

Subsystems: CLS

Components: EcCl(None)

Applications: EcClDtUserProfileGateway

and the button: monitor
The ECS monitor window is displayed.  The status of the EcClDtUserProfileGateway is UP.  The USERID is cmshared.

1060
On the ECS ASSISTANT GUI, select the kill button.
The ECS Assistant monitor window is displayed.  The status of the Gateway on the ECS Assistant monitor window is DOWN.

ECS User Login, System Not Available

1070
Tester: Click on the ECS User window and at the Client Server prompt, type:
desktop
The ECS Desktop Login window is displayed.

1080
Tester: In the ECS Desktop Login window, type:
Testerone

password> Tester01

and click on the OK button.
An error message is displayed: [1044] Could not connect to a profile gateway.  Will be logging you in as a guest user.” 

The guest version of the ECS Desktop is displayed.

1090
Tester:  Click on the ECS Guest Desktop to make it the active window, and click File/Exit from the menu.
The logout verification window is displayed.

1100
Tester: Click OK in the Exit ECS window.
The ECS Desktop window is removed.

1110
Tester: On the EA GUI, select the start button.
1) /var/adm/message window is displayed. 

2)The ECS Assistant monitor window is displayed.  The status of the Gateway on the ECS Assistant monitor window is UP.

1120
Tester: On the EA window, click on the Exit buttons for the following windows:

-Monitor window

-/var/adm/message window

and select FileExit for the following windows.
-EA GUI

-EA window
All EA windows are removed

ECS ScienceUser Login to the DAAC

1130
Tester: Click on the ECS User window and at the  prompt, type:
desktop
The ECS Desktop Login window is displayed.

1140
In the ECS Desktop Login window, type:
testerone

Tester01

and click on the OK button.
The ECS Desktop is displayed.  The user’s profile information is scrolled in the UNIX window.  The user has access again.

User Services Denies Request

1150
Tester:  Click on the ECS User Account Management GUI on the User Services workstation, then click on  User Account  tab.
Tab is displayed on top.

1160
Tester:  Select Denied in Retrieve by status field
Field displays Denied

1170
Tester:  Click on Retrieve button and inspect the list of names.
1) The list of currently denied user registration requests is displayed. 

2)  Ted Estertwo is not on the Denied list.

1180
Tester:  Select Pending in Retrieve by status field
Field displays Pending

1190
Tester:  Click on Retrieve button.
The list of pending Request Accounts is displayed

1200
Tester:  Click on the user ID testertwo in the list.
Selected name is highlighted and user profile data appears in the Personal Information tab.

1210
Tester:  Click on Deny Request button (at bottom).
A Deny Request dialog box appears: Do you really want to continue to deny the request?

1220
Tester:  Click on the Yes button.
The username line is marked with Denied in the Status column of the Pending request list.

1230
Tester:  Select Denied in Retrieve by status field
Field displays Denied

1240
Tester:  Click on Retrieve button and inspect the list of names.
1) The  Denied user Request Accounts list is displayed. 

2)  The username testertwo is displayed

1250
Tester:  Click on the All button in the Retrieve by state box.
Field displays All

1260
Tester:  Click on Retrieve button.
The list of Request Accounts is displayed. The username “testertwo” is displayed with the status of Denied in the far right column (scroll as required.)

1270
Tester:  Click on the Email window to make it active.
The window is the active window.

1280
Tester: Inspect the Email window for a new Denied Email from the DAAC
The new message from DAAC User Services is displayed.

1290
Tester: Double click on the message name to open it.
The message reads: Your account has been denied.

User Services Deletes an Active Account

1300
Tester:  Click on Profile Account tab of the ECS User Account GUI.
The Profile Account list is displayed.

1310
Tester:  Click on the All and Retrieve buttons.
The Profile Account list is displayed.

1320
Tester:  Click on username testerone to delete.
Username line is highlighted.

1330
Tester:  Click on Delete Account button (at bottom)
The Delete Account box is displayed.

1340
Tester:  Click on the Profile Database Entry and then click the OK button.
1) The Delete Account window is removed. 

2) The username testerone is removed from the Profile Account list

1350
Tester:  Click on the All and Retrieve buttons.
A current database list is displayed.

The name testerone is not on the list.

Verify Deleted Science User Cannot Log In

1360
Tester:  At the ECS User workstation, click on the ECS Registered User Desktop to make it the active window, and  click File/Exit from the menu.
The logout verification window is displayed.

1370
Tester: Click OK in the Exit ECS window.

A warning window may be displayed depending on preferences.  If so, click on OK.
The ECS Desktop window is removed.

1380
Tester: At prompt on g0ins02 window, type:

desktop
The ECS Desktop Login window is displayed.

1390
Tester: In the ECS Desktop Login window, type:
testerone

Tester01

and click on the OK button.
1) A Error box is displayed:

 [1026] Login incorrect. If you do not know your userid or password, you can login as guest using the userid ‘ECSGuest’.  

2) User testerone is no longer authorized to log into the ECS system.

1400
Tester: Click on the OK button of the Error Box.
The Error box is removed:

1410
Tester: Click on the Cancel button on the Desktop Login screen.
The Desktop Login screen is removed:

This is the end of the Registered User section

User Services Creates a DAAC User Account

1420
Tester: Click on the ECS User Accounts Management GUI Request Account tab, then click on the Edit/Reset All Data commands.
The fields are empty.

1430
Tester: In the Request Account tab fields, fill in the following (user choice, except when specified):

Title:                               Ms

First Name:                    Terry

MI:                                 T

Last Name:                Estuser
Email:                            <valid user Email address>
User ID:                       testuser 

Organization:                 NASA
Telephone:                      444-444-4444

Mother’s Maiden Name: Test

Affiliation: (select)         Commercial

Project:                            EOSDIS

Select Home DAAC:       < local_DAAC>

Primary Area of Study:  (Select) Atmospheric Aerosols LaRC
: The entries are displayed as typed or selected.

Note:  If you put anything other than the local DAAC, you will be unable to create, edit, or delete the account once it is placed as a pending account.

1440
Tester: Click on the Shipping Address tab and fill in the following fields

Address (Line 1 only):    1616 McCormick Ave.
Address (Line 2):            Room 1030

City:                                Landover
Select State/Province:  (select) Maryland
ZIP/Postal Code:            11112

Select Country: (select) United States 

Telephone:                      1111111112

Fax:                                 2222222224
The entries are displayed as typed or selected.

1450
Tester: Click on the Mailing Address tab and fill in the following fields

Address (Line 1 only):   NASA
Address (Line 2):            Bldg. 32

City:                                Greenbelt
Select State/Province:  (select) Maryland
ZIP/Postal Code:            11111

Select Country: (select) United States 

Telephone:                     1111111111

Fax:                                2222222222
The entries are displayed as typed or selected.

1460
Tester: Click on the Billing Address tab and fill in the following fields

Address (Line 1): 220 Penn. Ave.
Address (Line 2): %The White House

City:  Washington
Select State/Province:  (select) District of Columbia
ZIP/Postal Code:  22222

Country: (select) United States 

Telephone: 3333333333

Fax: 4444444444
The entries are displayed as typed or selected.

1470
Tester: Click on the Add Request button at the bottom of the form.
The clock cursor is briefly displayed and then the new username’s Last Name, First Name, MI, User ID, Email Address, Creation Date, and Status (Pending) are listed in the list window.

1480
Tester: Click on the testuser to select it.
The name is highlighted in the list window.  The fields below are populated with the data input for the user.

1490
Tester: Click on the Account Information Tab and fill in/select the following:

Expiration Date:       <current date + 1 year>

Account Number:    daac#00001
Privilege Level:       (Select) Low
NASA User:            (Select) Y
DCE Password:       dcepasswd 

DCE Group:            ENGINEER

DCE Organization: NASA

V0 Gateway User Type: (Select) DAACOPS

V0 Gateway Password:   ecspasswd

The completed fields are displayed as typed or selected.

1500
Tester: Select the Create Account button at the bottom left of the window.
The Create Account window is displayed.

1510
Tester: Click on the DCE Login and Profile Database Entry radio button, then click the OK button.
An Error Dialog box is displayed:  The DCE cell admin password can not be empty

1520
Tester: Click on the OK button.
The box is removed.

1530
Tester: Click on the Security command at the top of the window and click on the DCE Cell Admin Login command.
The DCE Cell Admin Login window is displayed.

1540
Tester: Click in the password field, and type in the special password (ENTER VERY CAREFULLY.  THERE IS NO ERROR CHECKING):

<DCE_special_password>

Obtain this special password from the site DCE Administrator (or from the ECS DCE Administrator, Reggie McAllister, 301-925-0404) that allows the creation of a DCE account.
Asterisks are displayed for each alphanumeric typed.

1550
Tester: Click on the OK button of the DCE Cell Admin Login window.
The window is removed.

1560
Tester: Click on the Create Account button again, then: 

Click on the DCE Login and Profile Database Entry radio button, then click the OK button.
1) The Create Account window is removed and the username is removed from the Request Account list window.

2) The Print Dialog box is displayed.

3) A Create Account Email message is sent to the user.

1570
Tester: In the Print dialog box, type in a local print command:

lp -d<DAAC_printer_name>
The name of the designated printer is displayed in the field

1580
Tester: Click on the OK button.
1) The Print dialog box is removed.

2) A form letter is printed.

1590
Tester:  Verify the contents of the letter with the data input by the ECS User and User Services in steps 1430 to 1490.
The letter lists the following:

Heading:                    Tom Estuser
                                   NASA

                                   Bldg 32

                                   Greenbelt, MD 11111

                                   USA
Greeting:                     Dear Customer

Welcome to EOS. Please verify the following information.

Title:

First Name:                   Tom
Middle Initial:               T
Last Name: :                  Estuser
Email Address:             fake@aol.com
User ID:                        testuser
Password:                     ecspasswd
Telephone Number:      1111111111
Organization:                 NASA
Mother Maiden Name:  Test
Project:                          Site Test
Primary Study:              Atmospheric Aerosols LaRC
Affiliation:                    Commercial
Home DAAC:               <local_DAAC>
Mailing Tel:                   1234567890ext123               

Mailing Fax:                   0987654321




Billing Address:

                                     220 Penn. Ave.

                                     %The White House

                                     Washington, DC 22222

                                     USA
Tel:                                 3333333333
Fax:                                 4444444444

Shipping Address:

                                    1616 McCormick Ave.

                                     Room 1030

                                     Landover, MD 1112

                                     USA
Tel: :                              1111111112

Fax:                                2222222224

Created Date:                 <current_date>

Expiration Date:            <current date + 1 year>            

Privilege Level:             Low

DAR Password:           dcepasswd

Nasa User:                     Y

Gateway User Type:     DAACOPS
Dar Expedited data:       0
AsterCategory:              No Priviledge

Sincerely

EOS Customer Service

1600
Tester: Click on the Profile Account Tab.
The Profile Account folder is displayed on top.

1610
Tester: Click on the Retrieve by DAAC: button and select the <local_DAAC>.
The name of the DAAC is displayed on the button.

1620
Tester: Click on the Retrieve button.
The clock cursor is briefly displayed while the database is queried.  Then the names of the approved ECS Registered Users are listed.

1630
Tester:(Scroll as required) and click on the username  just created:

testuser
The name is highlighted.  The user is now an ECS Registered user and has a dce account.

1640
Tester: Click on the Account Information Tab.
The passwords and DCE data fields are blank.

DAAC User Receives Email Notification

1650
Tester:  On the ECS User workspace, check the Email

for a message titled ECS NEW ACCOUNT.
A message was received by the user stating the request was created.

1660
Tester:  Double click on the a message titled ECS NEW ACCOUNT and inspect the message.
1) The message states “Your new account has been created.”.

2) Neither V0 Gateway or dce password is included.

1670
Tester: Print the New Email by clicking on the Message in the Menu and Print from the pop-up window.
The Print Mail Messages window is displayed.

1680
Tester: In the Print Command field, type in the print command for the local printer

lp -d<user_printer_name>

and click on the Print button.
The message is printed.

All DAACs except EDC –Verify No DAR Tab

1690
Tester: At the DAAC workstation, click on the ECS User Accounts Management GUI Request Account tab, then inspect for a tab labeled DAR Information to the right of the other tabs
Tab is displayed 

Note: Implementation was not determined for Drop 4PX.  If DAR Information tab is displayed, verify fields on the tab cannot be selected.

All sites: User Services Checks DCE Account Lists

1770
Tester:   In the User Services workspace window, open a Terminal window.
Another window is opened with a UNIX prompt displayed.

1780
Tester:   Do a DCE login at the UNIX prompt:

dce_login  < dce_usr_name>

Enter Password: < dce_password>
UNIX prompt is redisplayed if the DCE username and password are accepted.  If not, an error message is displayed.

1790
Tester: On the UNIX command line, type:

rgy_edit
The rgy_edit prompt is displayed.

1800
Tester: On the rgy-edit command line, type:

v testuser
1) The username is displayed with the correct function and organization, i.e., similar to:

<username> [SCIENTIST NASA]:*:20246:110::/home:/bub/csh:

2) The DCE account has been created.

3) The rgy_edit prompt is redisplayed.

User Logs in as a DAAC Desktop User - Notes: The UNIX login account, DCE_LOGIN account, ECS Registered User Account, and entry in RoleFile.dat must all have the same name

1950
Tester: Login to a SUN or Xterm workstation with access to the DAAC productionnet Client server. 

Enter in the Username field: 

testuser

Enter in the Password field

< testuser_UNIX_Password>
Sun/Unix desktop is displayed.

1960
Tester: Open a Terminal or Xterm window, by clicking on the desktop with the right mouse button, and selecting Program/Terminal (if a Sun workstation) or Root Menu/Xterm if an X-Terminal.
UNIX prompt is displayed.

1970
Tester: If a Sun workstation, type

xhost +
“access control disabled, clients can connect from any host” is displayed.  Enables a graphical display on the host workstation.

1980
Tester: (if workstation is on the DAAC production net) type:
telnet g0ins02

Password: <testuser_UNIX_password>

Primary CLS server:

e0ins02-EDC - DS

g0ins02-GSFC - DS

l0ins002-LaRC - DS

n0ins02-NSIDC - DS (Site specific?)
The UNIX prompt for the Client Server is displayed.

1990
Tester: Setup the User Workstation, type 

setenv DISPLAY <host workstation name>:0.0
The UNIX prompt is redisplayed.

2000
Tester: Type in the Unix window 
cd /usr/ecs/<MODE/CUSTOM/bin/CLS
The UNIX prompt is redisplayed

2010
Tester: Type in the Unix window 
source runrc_cls
The UNIX prompt is redisplayed.

2020
Tester: Type in the Unix window 
daac 

An Info window is displayed.

2030
Tester: Select the OK button in the Info window.

Note: The Login name is displayed as part of the login screen and cannot be changed.

Note:  If you didn’t login to the workstation with the UNIX account username matching the dce_account username, this screen 
DAAC User Desktop Login window is displayed

2040
Tester: Click on the Role window and select a role from the popup window: 
<tester_choice>
The selected role is displayed in the field

2050
Tester: Click on the Password field and type in the dce_login account password in the Password field: 
<testuser_dce_login_password>
The typed text is displayed in the field.

2060
Tester: Click on the OK button
The DAAC User Desktop is displayed (and includes the DAR Tool icon at the EDC).

In the UNIX window the following is displayed:

Starting ECS Desktop

$ECS_HOME = #/usr/ecs/#

Host Name = #<name of local Client server>#

All-DAAC User Logs Out

2420
Tester:  In the DAAC User window, click on the ECS DAAC Desktop to make it the active window, and  click File/Exit from the menu.
The logout verification window is displayed.

2430
Tester: Click OK in the Exit ECS window.
The ECS Desktop window is removed.

User Services Changes the DAAC User  Password - This would be in response to a letter or call from the DAAC user requesting the action.

2440
Tester:  Click on the ECS Account Management GUI, to activate the GUI, 

Then:

Click on Profile Account and highlight testuser.
The profile information for testuser is displayed in the folder below.

2440
Tester: Click on the Change DCE Password button at the bottom of the window.
The Change DCE Password window is displayed.

2450
Tester: Click on the password field and type in a new password:

Change01

Then click on the OK button.
The Change DCE Password window is closed.  The password is changed.

DAAC User Logs in with New Password

2460
Tester: Type in the ECS User window at the UNIX prompt: 
daac 

An Info window is displayed.

2470
Tester: Select the OK button in the Info window.
DAAC User Desktop Login window is displayed.

2480
Tester: Click on the Password field and type in the new dce_login account password in the Password field: 
Change01

The DAAC User can log in with the new password.


: The DAAC User Desktop is displayed (and includes the DAR Tool icon at the EDC).

In the UNIX window the following is displayed:

Starting ECS Desktop

$ECS_HOME = #/usr/ecs/#

Host Name = #<name of local Client server>#

2490
Tester: Click OK in the Exit ECS window.

A warning window may be displayed depending on preferences.  If so, click on OK.
The ECS Desktop window is removed.

User Services Deletes DAAC User Account

2500
Tester:  Click on Profile Account tab of the ECS User Account Management GUI.
The Profile Account list is displayed.

2510
Tester:  Click on the All and Retrieve buttons.
The Profile Account list is displayed.

2520
Tester:  Click on username testuser to delete.
Username line is highlighted.

2530
Tester:  Click on Delete Account button (at bottom)
The Delete Account box is displayed.

2540
Tester:  Click on the DCE Login and Profile Database Entry then

Click on the  OK buttons
1) The Delete Account window is removed. 

2) The username <testuser> is removed from the displayed Profile Account list.

2550
Tester:  Click on the All and Retrieve buttons.
A current database list is displayed.

The name testuser is not on the list.

User Services Verifies dce_account is Deleted

2560
Tester:  Click on the User Services workstation desktop with the right mouse button, and from the popup window, select Programs/Terminal (or Xterm, if running on an Xterm workstation.)
A new Terminal window is opened with a UNIX prompt displayed.

2570
Tester:  Do a DCE login at the UNIX prompt:

dce_login  < dce_user_name>

Enter Password: < dce_password>
Prompt is redisplayed if the DCE username and password are accepted.  If not, an error message is displayed.

2580
Tester: On the UNIX command line of the MSS server, type:

rgy_edit

v <new_username>
1) The username is not displayed.  A message states it cannot be found.

2) The rgy_edit prompt is redisplayed.

2590
Tester: Exit  the dce_edit, type:

exit
The UNIX prompt is displayed.

2600
Tester: At the UNIX command line, type:

Kdestroy

DCE cleans up any remaining bindings.
The UNIX prompt is redisplayed.

Verify Deleted DAAC User Cannot Log In

2610
Tester: Type in the Unix window 
daac 

A Info window is displayed.

2620
Tester: Select the OK button in the Info window.
1) Error message is displayed: Error [1026] Login incorrect.  

2) Deleted user cannot log in.

User Service Logs Out of Management GUI

2630
Tester: on ECS User Accounts Management GUI, click on File( Exit commands to close it.
An Exit Dialog box is displayed: Do you really want to exit?

2640
Tester: Click on the Yes button in the Exit Dialog box.
The ECS User Accounts GUI is removed

ORE Post Exercise Analysis:

· Pick up all printouts and add them to the Test Execution Log
ORE-17 Reference/Applicable Documents:

· AT B100110-010_4PX, System Access Via Desktop

· 611 Chapter 19,, Section 19.1.3

· 625 Volume 13, Users Services, Section on Creating an Account from Uniform Resource Locator(URL) Registration


                                                                                                          32                                                                                                           ORE-17C.doc 


                                                                                     DRAFT 
             




02/11/99

